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Key Results

1 IBM MessageSight Virtual dition can scale up at a ratio 4K concurrent connections per
Gigabyteof memory allocated to the virtual machine.
1 On al6 core virtual machineith 128GB of memory
o IBM MessageSighVirtual Editionis capable oprocessingn excess of 500K
messageper secondn the FANINQOPARTITIONS benchmark.
o IBM MessageSight Virtual Etion can achieve a peak egress message rate of 1(
msgs/sec to 512K MQTT consumer devices in the BROADCAST benchmark.
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Disclaimers

International Business Machines Corporation has prepared this report for your internal use only.
It may not be redistributed, retransmitted, or published in any form without the prior written
consent of IBM. All trademarks in this document belong to their respective owners, as further set
forth on the following page.

The test results in this report for informational purposes only. IBM does not guarantee similar
performance results. To thelldt extent permitted by applicable law without possibility of
contractual waiver, al/l i nf or mdtSiooBASdIIBt,ai ned
WITHOUT WARRANTY OF ANY KIND.

The evaluations described in this document were conducted under coréiodeatory

conditions. Obtaining repeatable, measurable performance results requires a controlled
environment with specific hardware, software, network, and configuration in an isolated system.
Adjusting any single element may yield different results. ifolollly, test results at the

component level may not be indicative of system level performance, or vice versa. Each
organization has its own unique requirements, and therefore may find this information
insufficient for its specific needs.

Customers intested in a custom analysis for their environment are encouraged to contact IBM
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3) Java and all Javbased trademarks and logos are trademarks or registered trademarks of
Oracle and/or its affiliates

4) Linux is a registered ademark of Linus Torvalds in the United States, other countries, or
both

and

5) othercompany, product, or service names may be inadlesor service marks of others
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Benchmark specifications

Overview

The performancédenchmarks in this report test the abilitytloé IBM MessageSight Virtual
Edition to handle high volumes of messaging traffiera variety ofdifferent workloads,
configurations and messaging pattern$heworkloadstested in these benchmarks reflect
application architectures amgessaging patternghich are commonly found imige scale
networks of mobile and telemetry devices. The key performance metrics highligkitex
report arenon-persistentnessaginghroughput connection rate, and concurrent connection
scaling

Thehardware required to execute theemchmarkss described in detail in thBystem under
testsection of this report. Amall number of machinese requiredo host the test harness
programswhich generatehe messaging workloadshich are processduy the IBM
MessageSight appliance. The test harness progragitbench andMSBenchTest)sed to
generate messaging workloadee described in detan the Test harnessection ofthis report.
These benchmarkdo not reqire any specialized hardware for time synchronization or wire
capture; latency and throughput measurements are taken in the test harness programs.

The test harness programs used simulate producer and consumer applications were developed by
IBM. Tests wee conducted byBM undercontrolled laboratory conditions.
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Test case descriptions

This section describes the set of test cases and workloads used to generate the benchmark results
included in this report. The results for each test case can belfguest case name in tBeore
cardandAdditional st resultslatasectiors.

The messages used in the majority of the test cases describedabekwall messagdsss
than 512bytes Themessage sizaised in thestest cases are intendeddo@represerdtive of
applicationdata, such as GPS coordinatessseilata, and other compact didtatmay be sent
and received from mobile and telemetry devices.

The notationQ[x] in the title representnethe 3levels of MQTTA Qual i ty of. Servic
Due to time limitations not all combinations of QoS weeeformedfor each test case.

FANIN.QO.SINGLE

This test case measures maximum throughput rate. The workload intl&siess generated by
a large number of MQTT v3.1.1 producers publishing messages at a high aggregate rate to
MessageSight, which then delivers the messagesitmke MQTT v3.1.1 consumer

Each MQTT QoS 0 producer publishes sages on its own uniqiepic. The consumer
subscribes to all topsaising a wildcard.On one client machine a single instancengttbenchs
started which createsconsumer in the test, subsequently a second instamegttifencton a
second client machine is started andibg generating the producer load.

Large number of MQTT QoS 0 devices
publishing messages at a high aggregate rate Single consumer subscribed to a single topic with a wildcard.

Producer maqttbench mgqttbench Consumer
—— A

Client machine 1) ._Client machine 2

Network elements (switches)

—( IBM MessageSight }7
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FANIN.SEC.Q0.JMS.SINGLE

This test case measures maximum throughput rate. The workload in this test case is generated by
a large number of MQTT v3.1.1 QoS 0 producers publishing messages at a high aggregate rate
over a secure connectidn MessageSight, which then delivers the messages to a single JIMS
consumer. ThdMSBenchTegdienchmark application creates the JMS consumer using the
MessageSight JMS client library

The MQTT producers connect via secured endpoliits TLS protocol used in this test case is
TLSv1l. 2, the cipher category configured in th
negotiated cipher is AES286CM-SHA384. The server key used in this test case is 2048 bits.

Each producer publigls messages on its own unique topic. The consumer will subscebe

topics usingg wildcard.In t hi s test case, the | owadt qualit
forgeto) all owed by the Mes s-amger§etmgessagglsMS cl i e
equivalent to MQTT QoS 0: ngpersistent, noftransactional, and ACKing is disabled. This test
leverages the MessageSight JMS client library message cache. On one of the client machines a
single JVM is started. From this JVNIMSBenchTess$ stared and creates a single JMS

connection, session, and consumer.

Large number of MQTT QoS 0 devices publishing
messages at a high aggregate rate.

Producer mqttbench
—

Client machine 1)

A Single JMS transacted (100 msgs/commit) consumer
subscribed to the entire topic tree using a wildcard.

jmsbench @ |
A
TLSv1.2

AES256-GCM-SHA384 \_Client machine 2

‘ Network elements (switches)

4‘ IBM MessageSight }7
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FANIN .QO0.PARTITIONS

This test case measures maximum throughput rate. The workload in this test case is generated by
a large number of MQTT v3.1producers publishing messagegsa highaggregate rate to
MessageSight, which then delivers the messages to a small number of MQTIceBsumers.

Each MQTTQoSO0 producer publishesiessagesn its own unique topicThetopic tree is
divided into noroverlapping partitions such that eaddiQTT QoS0 consumer willsubscribe to,
andreceive messages from single partitionandeach partition isubscribed to by a single
consumer Sulbscriptions are conaticted with a partition name followed bywildcard For
persistent messaging, the MQTdnsumers connect wittleansession0 and subscribe to the
topic. On one client machine a single instancenfttbenchs started which created
consumersn the testsubsequently a second instancengttbencton a secondlient machine is
started ad begins generating the producer load.

Large number of MQTT QoS 0 devices publishing messages at a high
aggregate rate. Producers are partitioned into different topic spaces.

overl]applng partitions of the topic tree (/p1/#, p2/#, etc.)

Prod i -
mqttbench ] Small number of MQTT QoS 0 consumers each subscribed to non

Client machine 1) { mqttbench

—
A oo

\_Client machine 2

Network elements (switches) J

41 IBM MessageSight ]7
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FANIN.Q[1]|2].PERSISTENT.PARTITIONS

This test case measures maximum throughput rate. The workload in this test case is generated by
a large number of MQTT v3.1.1 producers publishing messages at a high aggregtate
MessageSight, which then delivers the messages to a small number of MQTT v3.1.1 consumers.

The messages are published/subscribed using QoS level 1 or level 2 and are pdfsistent.

MQTT (QoS x) producer publishes messages on its own unigie tdhe topic tree is divided

into norroverlapping partitions such that each MQTT (QoS x) consumer will subscribe to, and
receive messages from, a single partition, @axh partition isubscribed to by a single

consumer. Subscriptions are construetgt a partition name followed by a wildcard. For
persistent messaging, the MQTT consumers connectigdimsession0 and subscribe to the

topic with QoS Level 1 or 2 (matching the producer). On one client machine a single instance of
mqttbenchs stared which creates all consumers in the test, subsequently a second instance of
mqttbencton a second client machine is started and begins generating the producer load.

Large number of MQTT QoS [x] devices publishing messages at a high
aggregate rate. Producers are partitioned into different topic spaces.

Producer
- mgttbench
‘ /

Client machine 1, { mqttbench

—/

A see

Small number of MQTT QoS [x] consumers each subscribed to non-
overlapping partitions of the topic tree (/p1/#, p2/4, etc.)

Client machine 2

Network elements (switches) J

4’ IBM MessageSight ’7
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FANIN.SEC.QO.PARTITIONS

This test case measures maximum throughput Tageworkbad in thistest casés identical to
FANIN.QO.PARTITIONS, except that, in this test, communications between the MQTT v3.1.1
producers and MessageSight are secured.

The MQTT producers in this test case connect to MessageSight over secure endpoints

configured. The TLS protocol used in this test case is TLSv1.2, the cipher category configured

in the MessageSight security profiiGEM-is ABEST
SHA384. The server key used in this test case is 2048 bits. For moreddefailmation on

how the secure endpoints are configured on MessageSighppeadix A: IBM MessageSight

configuration

Large number of MQTT QoS 0 devices publishing messages at a high
aggregate rate. Producers are partitioned into different topic spaces.

Small number of MQTT QoS 0 consumers each subscribed to non-
overlapping partitions of the topic tree (/p1/#, p2/#, etc.)

maqttbench J

mgqttbench

=

Client machine 1)

—
W

TLSv1.2

AES256-GCM-SHA384 Ellensmee e

Network elements (switches)

4( IBM MessageSight )7
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FANIN.SEC.Q[1|2].PERSISTENT.PARTITIONS

This test case measures maximum throughput Tateworkload in thigest casés identical to
FANIN.Q[1|2].PERSISTENT.PARTITIONS respectively, except that, in this test,
communications between the MQTT v3.1.1 producers and MessageSight are secured.

The MQTT producers in this test case connect to MEsSight over secure endpoints

configured. The TLS protocol used in this test case is TLSv1.2, the cipher category configured

in the MessageSight security profiiGEM-is ABEST
SHA384. The server key used in this testecis 2048 bits. For more detailed information on

how the secure endpoints are configured on MessageSighppeadix A: IBM MessageSight

configuration

Large number of MQTT QoS [x] devices publishing messages at a high
aggregate rate. Producers are partitioned into different topic spaces.

mqttbench | Small number of MQTT QoS [x] consumers each subscribed to non-
]

overlapping partitions of the topic tree (/p1/#, p2/#, etc.)

A

Client machine 1)

TLSv1.2
AES256-GCM-SHA384

\_Client machine 2

‘ Network elements (switches) J

4( IBM MessageSight }7
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FANIN .Q0.JMS.PARTITIONS

This test case measures maximthroughput rate. The workload in this test case is generated by
a large number of MQTT v3.1producers publishing messagegsa high aggregate rate to
MessageSight, which then delivers the messages to a small number of IMS can3ineers
JMSBenchTedtenchmark application creates the JMS consumers tlgidessageSight IMS
client library.

Each MQTT (Qo®) producer publishesmiessagesn its own unique topic. The topic tree is

divided into noroverlapping partitions such that each JMS consumesuliscribe to, and

receive messages from, a single partition, @axh partition isubscribed to by a single

consumer. Subscriptions are consted with a partition name followed bywildcard. In this

test case, the lowest quality of service messagifigFandf @ r get 0) al |l owed by M
JMS client library is used. Fiandforget messaging is equivalent to MQTT QoS 0:-non

persistent, noitransactional, and ACKing is disable@®n one of the client machinessingle

JVM is started. From this JVMIMSBenchTess started and creates multiple JMS connections,
sessions, and consumers which each subscribe to a different partitseg8entlyan instance

of mgttbencton a second client machine is started and begins generating the producer load.

Large n}:mber of MQTT Qo5 0 devices Small number of JMS consumers each subscribed to non-
publishing messages at a high aggregate rate overlapping partitions of the topic tree (/p1/#, p2/#, etc.)
Prod :
roducer J mqttbench jmsbenchtest
=
A e )
Client machine 1) Client machine 2
Network elements (switches) J

4( IBM MessageSight }—
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FANIN.SEC.Q0.JMS.PARTITIONS

This test case measures maximum throughput rate. The workload in this test case is identical to
FANIN.QO0.JMS.PARTITIONS, except that, in this test, communications betieeMQTT
v3.11 producers aniflessageSight are secured

The MQTT producers in this test easonnect tdlessageSight over secure endpoints

configured. The TLS protocol used in this test case is TLSv1.2, the ciplegory configured
intheMessageSight security profilsAESRPSSGOMBESTO and
SHA384. The server key used in this test case is 2048 bits. For more detailed information on

how the secure endmts are configured on MessageSigbeAppendix A: IBM MessageSight

configuration

Large number of MQTT QoS 0 devices publishing messages at a high
aggregate rate. Producers are partitioned into different topic spaces.

Producer ) mattbench

Client machine 1

Small number of JMS transacted (100 msgs/commit) consumers each subscribed
(durable) to non-overlapping partitions of the topic tree (/p1/#, p2/#, etc.)

jmsbench

—
ST

TLSv1.2

AES256-GCM-SHA384 Gl

Network elements (switches) J

} IBM MessageSight ]7
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FANIN.SEC.Q[1|2.PERSISTENT.JMS.PARTITIONS

This test case measures maximum throughput rate. The workloadanet$t casgis identical
to FANIN.SECQO0.JMS.PARTITIONS, except thah this testthe messaging is persistent
Messages are storedrion-volatile mediawhich ensures consumesd! receive messages
missedwhile disconnectedupon reconnectingThe MQTT producers will send QoS Level 1
messages ionetest and QoS Level 2 messages indtiertest.

On one of the client machines a d&ngVM is started. From this JVMMSBenchTess$ started

and creates multiple JMS connections, transacted sessions and consumers. The ACK mode used
by the JIMS consumersafient applicationACK mode and the consumer applications send

ACKs at a rate 0100 receivedmessages/ACK. Each QoS level will be tested witbth10 and

100 JMS consumers. Subsequently, an instanogjttbenclon a second client machine is

started and begins generating the MQTT producer load.

Large number of MQTT QoS [1]2] devices publishing messages at a
high aggregate rate. Producers are partitioned into different topic

spaces.
mgqttbench
o

L Client machine 1

Small number of JMS transacted (100 msgs/commit) consumers each subscribed
(durable) to non-overlapping partitions of the topic tree (/p1/#, p2/#, etc.)

‘_)

TLSv1.2

AES256-GCM-SHA384 R

‘ Network elements (switches)

H IBM MessageSight }—
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FANIN.QO.SHARED

This test case meaes maximum throughput rafEhe workload in this test case is generated by
a large number of MQTT v3.1.1 producers publishing messages at a high aggregate rate to
MessageSight, which then delivers the messagesnmakhrsumber oMQTT v3.1.1 consumer

Each MQTTQoS Oproducer publishes messages omws unique topic. The consumeitsare

a subscription (AShar edSubBalcmessagefromthé) t o t he
subscription is delivered to only one of the shared subscribed consu@meosie client machine

a single instance ohqttbenchs started which creates a consumer in the test, subsequently a
second instance ofqttbenclon a second client machine is started and begins generating the
producer load.

Large number of MQTT QoS 0 devices publishing
messages at a high aggregate rate.

Small number of MQTT QoS 0 (clean session=1) consumers
sharing a subscription to the entire topic tree.

mqttbench

A

Client machine 1

\_Client machine 2

Network elements (switches) J

4‘ IBM MessageSight }7
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FANIN.Q[1|2].PERSISTENT.SHARED

This test case measures maximum throughput rate. The workloabsetetst casg isidentical

to FANIN.QO.SHARED, except that, in this tegérsistentmessaging isised. Persistent
messaging ensures consumers receive messages missed, while disoponereconnecting via
storing to disk.The MQTT producers will send Qd&vel 1 messages onetest and Qo$evel

2 messages in thathertest. The MQTT consumers connect withe cleansessior0, and
subscribe to theopictreeusing the samkevd of QoSmessagin@s the producers.

Large number of MQTT QoS [1]2] devices
publishing messages at a high aggregate rate.

mqttbench

—

Small number of MQTT QoS [1|2] (clean session=0)
consumers sharing a subscription to the entire topic tree.

Client machine 1 [ mattbench

\_Client machine 2

|

TLSv1.2
AES256-GCM-SHA384

/
‘ Network elements (switches)

4‘ IBM MessageSight (ACTIVE) }7
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FANIN.SEC.QO0.SHARED

This test case measures maximum throughput rate. The workloasltesticasés identical to
FANIN.QO.SHARED, ekept that, in thse tess, communications between the MQTT v3.1.1
producers ath MessageSight are secured.

The MQTT producers in this test case connect to MessageSight over secure endpoints

configured. The TLS protocol used in this test case is TLSv1.2, the cipher category configured

in the MessageSi ght amsi¢he negotiated cipper is AES2GEM-i s A BEST
SHA384. The server key used in this test case is 2048 bits. For more detailed information on

how the secure endpoints are configured on MessageSighppeadix A: IBM MessgeSight

configuration

Large number of MQTT QoS 0 devices publishing
messages at a high aggregate rate.

\

mqttbench Small number of MQTT QoS O (clean session) consumers
—

sharing a subscription to the entire topic tree.

Client machine 1) { mqttbench

._Client machine 2

]

TLSv1.2
AES256-GCM-SHA384

Network elements (switches)

4| IBM MessageSight }7
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FANIN.SEC.Q[1|2].PERSISTENT.SHARED

This test case measures maximum throughput rate. The workloabeatetst case areidentical
to FANIN.Q[1|3.PERSISTENT.SHARED, except that, in these tests, communications between
the MQTT v3.1.1 producers and MessageSight are secured.

The MQTT producers in this test case connect to MessageSight over secure endpoints

configured. The TLS protocol used in this test case is TLSv1.2, the cipher category configured

in the MessageSightsecut y profil e i s ABESTO0O an@M he negot
SHA384. The server key used in this test case is 2048 bits. For more detailed information on

how the secure endpoints are configured on MessageSighppeadix A: IBM MessageSight

configuration

Large number of MQTT QoS [1]2] devices
publishing messages at a high aggregate rate.

mqttbench

—

Small number of MQTT QoS [1]2] (clean session=0)
consumers sharing a subscription to the entire topic tree.

mqttbench

h

Client machine 1,

TLSv1.2
AES256-GCM-SHA384

\_Client machine 2

| Network elements (switches) J

[ IBM MessageSight
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FANIN. SEC.Q0.JMS.SHARED

This test case measures maximum throughput fidte.workload in this test case is generated
by a large number of MQTT v3.1.1 producers publishing messages at a high aggtedate ra
MessageSight using secured communications, which then delivers the messages to a small
number of JIMS consumers using a shared subscription.

The MQTT producers connect to MessageSight over secure endpoints configured. The TLS
protocol used in thigest case is TLSv1.2, the cipher category configured in the MessageSight
security profile is ABESTOGOGGGWSHA3BM &he seevgrkely i at e d
used in this test case is 2048 bits. For more detailed information on how the secur@&adpo
configured on MessageSight seependix A: IBM MessageSight configuration

Each MQTT (QoS x) producer publishes messages on its own unique topidMIBenchTest
benchmark application creates the JMS oomesrs using the MessageSight JMS client library.

The JMS consumers share a subscription to the entire topic tree. Each message from the
subscription is delivered to only one of the shared subscribed consumers. On one of the client
machines a singleVM is started. From this JVMIMSBenchTess started and creates multiple

JMS connections, sessions, and consumers whioc
Subsequently, an instancernfittbencton a second client machine is started and begins

gererating the producer load.

Large number of MQTT QoS 0 devices publishing
messages at a high aggregate rate.

mqttbench

7

P
)
Client machine 1 i

—
A .. )

Small number of JMS transacted (100 msgs/commit) consumers sharing a
subscription (non-durable) to the entire topic tree.

TLSv1.2

AES256-GCM-SHA384 R i

Network elements (switches)
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FANIN.Q[1|2].PERSISTENT.JMS.SHARED

This test case measures maximum throughput fidte.workload in this test case is generated
by a large number of MQTT v3.1.1 producers publishing messages at a high aggregate rate to
MessageSight, which then delivers the messages to a small number of JMS consumers.

TheJMSBenchTegsienchmark application creates the JMS consumers using the MessageSight
JMS client library. Each MQTT (Qo§ producer publishes messages on its own urtiguie.
TheJMS consumers sharalarablesubscription to the entire topic treEach message from the
subscription is delivered to only one of the shared subscribed consuiiasstest leverages the
MessageSight JMS client library.

On one of the @ént machines a single JVM is started. From this JYMSBenchTess started

and creates multiple JMS connections, transacted sessions and consumers. The ACK mode used
by the JMS consumersatientapplicationACK mode and the consumer applications send

ACKs at a rate 0100receivedmessages/ACK. Each QoS level will be tested witbth10 and

100 JMS consumerSubsequently, an instancerofjittbenclon a second client machine is

started and begins generating M@TT producer load.

Large number of MQTT QoS [1]2] devices
publishing messages at a high aggregate rate.

Producer mqttbench Small r.1ur‘nber of JMS transacted (100» msgs/;ommlt) consumers sharing a
subscription (non-durable) to the entire topic tree.

imsbench Consumer
s ()

Client machine 1)

A s

Client machine 2

Network elements (switches)
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FANIN.SEC.Q[1|2.PERSISTENT.JMS.SHARED

This test case measures maximum throughput rate. The workloabeatetst case areidentical

to FANIN.Q[1|2].PERSISTENT.JMS.SHARE2Xxcept that, in thegess, communications

between the MQTT v3.1.1 producers and MessageSiglgezured. The MQTT producers in

this test case connect to MessageSight over secure endpoints configured. The TLS protocol used
in this test case is TLSv1.2, the cipher category configured in the MessageSight security profile
i's ABESTO a mddipherlis AES2HILCHSHABE4.e The server key used in this test

case is 2048 bits. For more detailed information on how the secure endpoints are configured on
MessageSight se&ppendix A: IBM MessageSight configuran.

On one of the client machines a single JVM is started. From this IMdBenchTess$ started

and creates multiple JMS connections, transacted sessions and consumers. The ACK mode used
by the JMS consumersatient applicationACK mode and the cauimer applications send

ACKs at a rate o100receivedmessages/ACK. Each QoS level will be tested with both 10 and

100 JMS consumers. Subsequently, an instanogttbenclon a second client machine is

started and begins generating the MQTT producet. loa

Large number of MQTT QoS [1]|2] devices
publishing messages at a high aggregate rate.

Producer
Q mqttbench

= <
S/
Client machine 1 ;

—
A o)

Small number of JMS transacted (100 msgs/commit) consumers sharing a
subscription (non-durable) to the entire topic tree.

TLSv1.2

AES256-GCM-SHA384 Gl

Network elements (switches)
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FANIN.QO.HA.PARTITIONS

This test case measures maximum throughput rate. The workload in this test case is generated by
a large number of MQTT v3.1.1 producers publishing messages at an aggregate rate to
MessageSight, which then delivers the mess&gea small number {1 10 and 2¢- 100) of

MQTT v3.1.1 consumers. In this workload a pair of highly available MessageSight servers are
used. The workload is targeted at the active node.

Each MQTT Qo3 producer publishes messages on its ownuetigpic. The topic tree is

divided into noroverlapping partitions such that each MQTT (@®8onsumer will subscribe

to, and receive messages from, a single partition, and each partition is subscribed to by a single
consumer. Subscriptions are consted with a partition name followed by a wildcarthe

MQTT consumers perform a MQTT Connect witbansessionl and subscribing to the topic

with QoS LevelD. On one client machine a single instancengftbenchs started which creates

all consumers ithe test, subsequently a second instancegifbencton a second client

machine is started and begins generating the producer load.
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